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ABSTRACT

This review emphasizes the transition from conventional static analysis to graph-driven, vision-
based, and transformer-focused methodologies in deep learning-based and hybrid multimodal
Android malware detection from 2023 to 2025. This review utilizes various pertinent studies from
Elsevier, IEEE Xplore, and ScienceDirect to analyze ten representative methodologies selected for
their methodological diversity and their contributions to visual, hybrid, and interpretable
detection frameworks. End-to-end image models that turn DEX bytecode into grayscale or RGB
matrices, graph-attention and multimodal fusion techniques that combine structural and semantic
features, and deeper architectures like 3D-CNNs and Vision Transformers that can find multiscale
contextual patterns are all examples of these kinds of methods. The works that were looked at also
include a number of explainable Al methods that use SHAP or Grad-CAM, as well as lightweight
learning frameworks that try to make models less complicated. There is a clear change from
manually made static features to automatically learned image-based representations. For example,
graph-based models can be up to 99.5% accurate, while CNN models like MADRF-CNN can be
between 96% and 98% accurate. The remaining issues are adversarial robustness, computational
cost, and dataset imbalance. Lightweight CNN-Transformer hybrid detectors, the development of
balanced benchmarks with adversarial and obfuscated samples, and a more thorough integration
of explainability within multimodal learning for real-time usability and robustness enhancement
are the main focuses of emerging research directions. The idea that the next generation of scalable
and robust Android malware defense systems has been propelled by the convergence of visual
computing, graph reasoning, and explainable Al is supported by these trends taken together.

Android Zararl Yazilimlarinin Gorsel Temsillerine
Dayali Derin Ogrenme Yaklasimlar:: Bir Inceleme

0z

Bu inceleme, 2023-2025 yillar1 arasinda derin 6grenme tabanli ve hibrit cok modlu Android kéti
amacl yazilim tespitinde geleneksel statik analizden grafik tabanly, gorsel tabanli ve transformator
odakl yaklasimlara gecisi vurgulamaktadir. Bu inceleme, metodolojik cesitlilikleri ve gorsel, hibrit
ve yorumlanabilir tespit gercevelerine katkilar1 nedeniyle secilen on temsili yaklasimi incelemek
icin Elsevier, IEEE Xplore ve ScienceDirect'ten g¢esitli ilgili calismalar1 kullanmaktadir. DEX bayt
kodunu gri tonlamali veya RGB matrislere doniistiiren ugtan uca goriintii modelleri, yapisal ve
anlamsal 6zellikleri birlestiren grafik dikkat ve ¢cok modlu fiizyon teknikleri ve cok 6l¢ekli baglamsal
kaliplar1 yakalayabilen 3D-CNN'ler ve Vision Transformer'lar gibi daha derin mimariler temsili
yaklasimlardir. Incelenen calismalar ayrica SHAP veya Grad-CAM kullanan bir dizi agiklanabilir
yapay zeka tekniginin yani sira model karmasiklifini azaltmayr amaclayan hafif 6grenme
cercevelerini de icermektedir. Tim bunlar g6z oOniine alindiginda, elle olusturulan statik
ozelliklerden otomatik olarak 6grenilen goriintii merkezli temsillerine dogru belirgin bir gecis
vardir. Ornegin, grafik tabanl modeller %99,5'e varan dogruluk oranlarina ulasirken, MADRF-CNN
gibi CNN modelleri %96 ile %98 arasinda dogruluk elde etmektedir. Geriye kalan sorunlar ise
diisman saldirilarina karsi dayaniklilik, hesaplama maliyeti ve veri kiimesi dengesizligidir. Hafif
CNN-Transformer hibrit dedektorleri, diisman saldirilari ve gizlenmis 6rneklerle dengeli kiyaslama
testlerinin gelistirilmesi ve ger¢cek zamanl kullanilabilirlik ve dayaniklilik artirimi i¢cin ¢ok modlu
06grenme i¢inde ac¢iklanabilirligin daha kapsamli entegrasyonu, ortaya ¢ikan arastirma yonlerinin
ana odak noktalaridir. Olgeklenebilir ve saglam Android kétii amacli yazilim savunma sistemlerinin
yeni neslinin, goérsel hesaplama, grafiksel akil yiirtitme ve agiklanabilir yapay zekanin birlesimiyle
desteklendigi fikri, bu egilimlerin birlikte ele alinmasiyla desteklenmektedir.
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1. Introduction

Mobile technology pervades modern communication, business, and entertainment. Android dominates
the smartphone ecosystem with 72.15% of the global market share and serves over 3 billion active
users globally as of June 2024 [1]. These figures demonstrate how the quick expansion has attracted
malevolent actors. According to a 2024 Kaspersky report, there were roughly 33.8 million mobile
device attacks recorded worldwide in 2024, representing a 50% increase compared to 2023.
Additionally, during the first quarter of 2024, Kaspersky identified approximately 390,000 distinct
malware variants and blocked more than 10.1 million malware attacks [2].

Open source encourages innovation in Android, but it has also made the platform vulnerable to a
number of security flaws, privacy violations, and financial scams. Obfuscation and polymorphic
transformations are frequently employed by malware developers, rendering conventional signature-
based and rule-driven defenses outdated. More than half of contemporary malware variants use one
or more obfuscation techniques to avoid detection mechanisms, according to recent research [1].

In order to counter these dynamic threats, scientists have been ever more willing to utilize machine
learning (ML) and deep learning (DL) methods. Initial models like Drebin relied on static features
gleaned from APK files. Even though these treatments were extremely specific, they again faced attack
by adversaries. More contemporary works have favored the use of images as Android program
representations, converting bytecode or DEX files into grayscale or RGB images suitable for inspection
directly by convolutional neural networks (CNNs). This model inscribes structural and spatial
properties within the code, providing increased robustness towards obfuscation and redundant
constructs [3].

For example, developed a 3D convolutional model (3DMalDroid) with 99.4% accuracy and 0.993 F1-
score, surpassing earlier 2D CNN-based models [4]. Also, developed an end-to-end MADRF-CNN-based
framework that had 96.9% detection accuracy, greatly outperforming handcrafted-feature models [3].

Recent research conducted from 2024 to 2025 indicates that Android malware detection is progressing
towards graph-based, multimodal, and interpretable deep learning frameworks. Using structural
representations like class-call graphs or function-call graphs to model Android apps in a graph-
oriented way lets deep learning models find complicated interprocedural relationships that aren't easy
to see in pictures alone [5]. At the same time, deep learning-based detectors have been used with
explainable artificial intelligence (XAI) techniques more and more to make them more reliable and
clear, especially in places where security is important [6]. Multimodal learning techniques that use
deep learning architectures to combine static and dynamic features have also shown to be more
resistant to polymorphic malware and obfuscation [2]. These trends show that modern Android
malware detection research is moving away from single visual models and toward hybrid, structural,
and interpretable architectures.

In addition to algorithmic progress, the community has been mindful of dataset integrity and
reproducibility. AndroZoo, CICMalDroid2020, and MalDroid repositories contain millions of malicious
and deceitful APK samples collected over the past decade or more. However, imbalanced class
distributions as well as duplicate samples remain major roadblocks to fair benchmarks [4].

On the basis of these developments, in the current work, we desire a comprehensive survey and
synthesis of recent image-based Android malware detection paradigms from 2023 till 2025,
encompassing architectural modes, consumption of dataset, policies of feature extraction, and
explainability factors. Along with this, the work alludes to open issues such as the balance between the
detection accuracy and computational efficiency. Indicates directions towards the development of
stronger, comprehensible, and scalable Android security paradigms. To ensure a systematic and
unbiased literature selection, this review followed a PRISMA-inspired screening process. An initial pool
of studies was collected from major scientific databases including IEEE Xplore, ScienceDirect, and
SpringerLink using predefined keywords related to Android malware detection and deep learning.
After removing duplicates and applying inclusion criteria focused on image-based, graph-based, and
hybrid approaches published between 2023 and 2025, a final set of representative studies was selected
for detailed analysis.
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2. Traditional and Al-Based Detection Paradigms

Android malware detection approaches began transitioning from the earlier traditional and non-
traditional methods towards Al-based as well as image-based paradigms. Static analysis reviews the
components of the application like the permissions, API calls, opcodes, as well as the manifest files,
without running the application, providing quick execution but low resilience to code obfuscations
along with polymorphism. Dynamic analysis, on the other hand, monitors system calls, memory use,
and network traffic at runtime in a sandboxed environment, among other behaviors, which gives richer
behavioral insight but suffers from high computational overhead and poor scalability. To overcome this
shortcoming, Al-based methods were developed in which machine learning, and later deep learning
techniques, automatically learned discriminative representations from raw data. Early machine
learning models relied on handcrafted feature engineering, while recent deep neural architectures such
as CNNs, LSTMs, and Transformers extract high-level semantic and structural patterns directly from
code or visualized data, improving detection accuracy and generalization against evolving malware
variants [3],[7],[8].

2.1. Android Malware Detection Workflow

Android malware detection is a general process comprising four key steps: data gathering, bytecode
conversion, characteristic extraction, and categorization. Android package files (APKs) are gathered
from open repositories like AndroZoo, Drebin, MalGenome, AMD, and Google Play in the initial stage.
APKs are then unpacked in order to get DEX or the smali code that can be analyzed further [9].
Extracted bytecode is then converted into images or audio formats in order to facilitate learning-based
feature learning via deep learning. Common transformations are opcode-based grayscale, API call
encoding into two-dimensional matrices, hex dump transformation into RGB images, and creation of
Mel-spectrogram or MFCC in order to get code structure that is like audio [10]. On the characteristic
extraction stage, deep learning models like CNN, ResNet, and DenseNet are employed to extract
discriminative semantic as well as spatial structures. Lastly, the extracted features are employed in the
classification process, either separating malware as well as the normal software or assigning samples
into particular malware sets.

2.2. Bytecode Transformation into Images
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Figure 1. Conversion of Android APK files into grayscale images [9].

Figure 1 illustrates the process of transforming Android APK bytecode into grayscale image
representations, which serve as input for deep learning-based malware detection models. In the
conversion phase, the bytecode sequences or DEX that have been extracted are transformed into visual
formats like grayscale or RGB images, allowing deep learning models to learn spatial relationships
between opcode patterns [3]. Due to the byte values ranging from 0 through 255, each byte value is
directly mapped into a pixel intensity, generating a two-dimensional matrix that illustrates the
structural properties of the DEX file. In grayscale, each pixel is equivalent to one byte, whereas in RGB,
sets of three bytes are packed into red, green, and blue channels, and as such, the feature space is
further enhanced. Certain works have further converted byte-level information into Mel-frequency
cepstral coefficients (MFCC) or spectrogram such that the audio-inspire presentations can be
developed, further augmenting the generalization capability of the model [9].

2.3. Al-Based Malware Detection Workflow
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Figure 2. Comparison of machine learning-based and deep learning-based malware detection workflows [10].

Figure 2 provides a conceptual comparison between traditional machine learning pipelines and
modern deep learning-based malware detection workflows, highlighting the shift toward automated
feature learning. As illustrated in Figure 2, the artificial intelligence-based malware detection process
integrates both machine learning (ML) and deep learning (DL) within a unified analytical pipeline
consisting of four main stages: data preprocessing, feature extraction, feature selection, and
classification. In preprocessing, the benign and malicious Android APKs are collected from public
databases and transformed into structured formats such as CSV, bytecodes, or image representations,
providing standardized input during model training. Feature extraction then deals with extracting
significant features from the data. Whereas the ML methods rely on hand-engineered features such as
permissions or API callings, the DL methods such as CNN or ViT learn high-level patterns directly from
raw inputs in the absence of human intervention. In feature selection, redundancy is suppressed by
applying methods such as Principal Component Analysis (PCA) or metaheuristic methods such as the
Riippell’s Fox Optimizer (RFO) that enhance efficiency as well as generalization. Lastly, the
classification phase separates the benign and malicious samples via algorithms such as SVM, Random
Forest, or deep ones that offer increased robustness to obfuscations. In general, Figure 2 presents the
shift from the traditional, rule-based approaches towards visionary, adaptive Al frameworks for
detecting Android malwares [3],[4],[10].

3. Results and Discussion

A comparative analysis between traditional and image-based Android malware detection approaches
presents distinct differences along multiple axes. Traditional static and dynamic methods rely
significantly on hand-engineering features and domain knowledge like permissions, API calls, or
opcode inspection so they become laboriously slow and less transferable. They further exhibit low
accuracy and are weak towards obfuscations as well as polymorphic malwares. On the contrary, image-
based methods autonomously learn discriminative features out of behavioral or code visual
representations, retaining high detection accuracy and resilience. Although traditional dynamic
methods can be costly computationally and slower in scale, image-based models that utilize CNN,
ResNet, or DenseNet-based structures are faster and scalable towards large-scale datasets. In addition,
their adaptive learning property facilitates them in recognizing new patterns of malwares more easily.
In general, image-based approaches provide a fresh and viable outlook by converting codes into images
and making use of computer vision principles, consequently decreasing computational overhead as
well as maintenance cost over the long horizon. [1].

Table 1. Comparative Summary of Recent Deep Learning-Based Android Malware Detection Studies

References Dataset Summary of Models Used Accuracy (%)
[1] CICMalDroid2020, AndroZoo, 12 fine-tuned CNNs (ResNet, VGG, 99.26
new obfuscated dataset DenseNet, Xception, Inception,
Inception-ResNet-V2)
[3] VirusShare (2,507) + Google MADRF-CNN 96.90
Play (1,417)
[4] AndroZoo, CICMalDroid2017, B2IMG bytecode-image; 2D+ and 3D CNNs99.40
CICMalDroid2020
[7] CICMalDroid2017, Dalvik bytecode -RGB & grayscale via 98.70
CICMalDroid2020, AndroZoo B2IMG; DenseNet121, ResNet50,
ResNeXt50
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[11] VirusShare, Apkpure, Drebin, Class-Set Call Graph (CSCG) + GAT + 99.54
AMD, AndroZoo Topic Model + Multimodal Fusion
Network;
[12] CICAndMal2017 (14,534 RGB 8 models: CNN-only, ViT-only, and 99.61
images, 60 features) CNN+ViT hybrids; best = 2xCNN +
2xViT
[13] CICAndMal2017 DNN, 1D-CNN, BiLSTM 99.02
[14] Drebin, CICMalDroid Datasets, Permission-based images, mini-ResNet ~ 98.34
AndroZoo, AMD, Genome
[15] Drebin, AMD Ensemble of VGG16, ResNet50 98.65
[16] CICInvesAndMal2019 Transfer learning with DenseNet169, 95.83
Xception, InceptionV3, ResNet50,
VGG16

Table 1 provides a comparative overview of recent works between 2023 and 2025 that depict the
progress in the development of image and hybrid Android malware detection models. Initially
proposed frameworks like MADRF-CNN [3] reached approximately 96.9% accuracy when DEX and
manifests data were transformed into image matrices, whereas later works like Graph Attention
Network (GAT) based multimodal fusion networks [11] and Convolutional Neural Network-Vision
Transformer (CNN-ViT) hybrids [12] reached over 99% accuracy, which underscores the advantage
that structural and visual feature integration provide. Contributions by Yapici [4],[7] and Najibi &
Bidgoly [13] proposed the introduction of 3D-CNN and BiLSTM structures, which enhanced contextual
learning and diminished false alarms on obfuscated specimens. In turn, Kili¢, Toklu, & Dogru [14] and
[15] investigated the permission-based and ensemble learning framework, whose high interpretability
was combined with generalizability across datasets ranging from Drebin, AndroZoo, and CICMalDroid.
By including the incorporation of transfer learning in the DenseNet [16] as well as Inception-based
frameworks [1] further enhanced the robustness of the model versus polymorphic malwares, as
verified the fact that hybrid and deep visual learning frameworks always surpass the traditional static
or behavioral approaches in terms of accuracy and scalability. It should be noted that direct numerical
comparison across the reported studies is inherently limited, as the reviewed works employ different
datasets, class distributions, preprocessing strategies, and evaluation protocols. Therefore, the
reported performance metrics should be interpreted as indicative rather than strictly comparable
across methods. Overall, Table 1 shows that, in terms of detection accuracy across a variety of datasets,
hybrid and graph-based deep learning models consistently outperform standalone image-based
approaches.

A closer look at the published results shows that both the representation strategy and the dataset
characteristics have a significant impact on detection performance. Particularly on extensive and
varied datasets like AndroZoo and CICMalDroid, models utilizing graph-based representations or
multimodal fusion consistently attain higher accuracy levels, indicating that structural context is
crucial for identifying malicious behaviors. On the other hand, even though they are computationally
efficient, standalone image-based CNN models perform worse when tested on obfuscated or
polymorphic samples. Furthermore, by capturing contextual dependencies beyond static bytecode
patterns, architectures that incorporate temporal or sequential modeling—like 3D-CNNs and BiLSTM-
based frameworks—show enhanced robustness. These findings suggest that effective integration of
structural, temporal, and semantic information within the detection pipeline is responsible for
performance gains rather than model depth alone. [1], [2], [4], [13]

Graph-based Android malware detection approaches differ primarily in how program structure is
represented and analyzed. Control Flow Graphs (CFGs) model the execution flow within individual
methods, capturing low-level control structures such as branches and loops, but often lack
interprocedural context. Call Graphs represent method invocation relationships across the application,
providing a higher-level view of functional interactions, while Function Call Graphs (FCGs) further
refine this representation by focusing on function-level dependencies and call frequencies. Compared
to CFGs, call graph-based and FCG-based models are more effective at capturing global behavioral
patterns and interprocedural relationships, which explains their superior performance in recent graph
attention and multimodal Android malware detection frameworks [5], [11].

It is seen that the results indicate a distinct orientation on the part of Android malware detection
towards Al-based, image-based, and hybrid deep learning methods. As tabulated in Table 1, almost all
the studies resulted in accuracy levels greater than 95%, breaching the superiority of convolutional
and transformer-based structures in identifying structural and semantic patterns from bytecode
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images. Those like uitObfAMC and CNN-ViT Synergy showed accuracy levels greater than 99%,
highlighting the rationale behind feature fusion as well as hybrid design of the model. The
incorporation of Explainable AI (XAI) approaches into frameworks like FABLDroid improved
interpretability, allowing cybersecurity experts to understand the rationale behind the predictions.
The results indicate that the integration of visual, graph-based, and semantic learning resulted in
robust and scalable malware detection [1],[8],[12].

A lot of progress has been achieved, but there are still some flaws with the existing image-based
approaches. For example, the sets that are available are still out of date and unbalanced, and they often
don't have malware samples that are obfuscated or dynamically constructed. Furthermore, real-time
execution on portable devices is not possible due to the computational complexity of transformer or
ensemble CNN models. Although XAl-based techniques improved the models' interpretability, there is
still little evidence of their incorporation into real-world security tools. To ensure reliable and reliable
detection on dynamic Android malware, the focus should soon shift to lightweight, interpretable, and
continuously learning structures supported by balanced and multimodal sets [13]. Additionally, while
explainable Al methods like SHAP and Grad-CAM help make models more transparent, they might also
create a false sense of trust by giving explanations after the fact that don't always accurately show how
deep learning models make decisions. Also, the extra work that XAl methods require can make them
hard to use in mobile security settings where resources are limited or real-time, which shows how
important it is to have lightweight and inherently interpretable detection frameworks. In this context,
lightweight detection models are architectures that are meant to lower the cost of computing and
memory use. Examples include MobileNet-based CNNs, shallow ResNet variants, and hybrid
frameworks that use model pruning and parameter sharing. Balanced benchmarks are evaluation
datasets that have about the same number of benign and malicious samples, a variety of malware
families, and representative obfuscation techniques. This makes performance assessment more fair
and realistic. To make Android malware detection systems that work in the real world and can be used
right away, it's important to clearly define lightweight architectures and standard benchmark design
principles.

3.1. Limitations of the Study

This page presents a complete description of recent image-based Android malware detection methods,
although it is crucial to highlight that it has several faults. First, it's challenging to directly and
objectively evaluate how well different strategies work because the research that were looked at
employed diverse datasets, preprocessing methods, and evaluation methodologies. You should take the
reported accuracy and F1-score findings with a grain of salt because the dataset, the class imbalance,
and the settings of the experiment all have an effect on them. Second, several of the studies we looked
at evaluated their models when they weren't online. They don't really think about the challenges that
come up when they are used in real time, such needing additional processing power, latency, and
battery life on mobile devices. Even though explainable Al approaches like Grad-CAM and SHAP are
being employed in malware detection systems, people are still worried about how well they operate in
dangerous conditions and how much they cost to deploy in real-world security applications. The
absence of well-defined and up-to-date benchmark datasets featuring obfuscated and dynamically
changing malware samples presents a significant challenge to current research and comparative
evaluations in this field.

4. Conclusion

This paper conducted a comprehensive review of recent advances in image-based Android malware
detection from the year 2023 until 2025, with a special focus on the shift from traditional static and
dynamic analysis to deep learning, transformer-based, and hybrid visual approaches. The comparative
results demonstrated that CNN, ViT, and ensemble architectures consistently achieved high accuracy
often exceeding 95-99% by effectively capturing spatial and semantic patterns in bytecode
representations. Moreover, a few studies, such as FABLDroid and Explainable Deep Learning,
introduced interpretability features, signaling a gradual movement toward more transparent and
trustworthy Al systems. In general, these findings confirm that both visual and hybrid deep learning
frameworks represent a very promising direction in robust Android malware detection. Future
research needs to be directed at the development of lightweight, interpretable, and adaptive models,
trained on balanced and up-to-date multimodal datasets to guarantee scalability, resilience, and real-
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world applicability in evolving cyber-threat environments.
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