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Diffusion-Based Anomaly Detection for Railway Track Fault Diagnosis
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ABSTRACT

Early detection of railway rail surface defects is critical. Late or missed detection of these defects
can result in loss of life and property. Monitoring the smart maintenance processes of railway rail
lines, a critical infrastructure within the scope of Industry 4.0, offers a significant advantage. This
study presents an innovative method for anomaly detection of potential rail surface defects on
railway lines. The proposed approach is based on a diffusion model and accelerates and improves
the maintenance process by detecting rail deterioration early. This method not only eliminates the
need for data labeled as faulty or healthy, but also allows the model to predict fault types previously
unseen using unsupervised learning on test data. Model training is completed using only healthy
rail images. In the test phase, the model reconstructs the faulty images and calculates anomaly
scores from pixel-level differences. Experimental studies were conducted on a publicly available
rail fault dataset to evaluate the method's performance. The study also examined the distribution
of anomaly scores, score histograms, and heat maps in detail.

Demiryolu Ray Ariza Teshisi i¢cin Diflizyon Tabanh
Anomali Tespiti
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Demiryolu ray yiizey arizalarinin erken tespiti kritik 6neme sahiptir. Bu arizalarin ge¢ veya gézden
kagmasi can ve mal kaybina neden olabilir. Endiistri 4.0 kapsaminda kritik bir altyap: olan
demiryolu ray hatlarinin akilli bakim siireglerinin izlenmesi 6nemli bir avantaj saglar. Bu calisma,
demiryolu hatlarindaki potansiyel ray yiizey kusurlarinin anomali tespiti i¢in yenilik¢i bir yontem
sunmaktadir. Onerilen yaklasim bir difiizyon modeline dayanmaktadir ve ray bozulmalarini erken
tespit ederek bakim siirecini hizlandirir ve iyilestirir. Bu yontem, hatali veya saglikli olarak
etiketlenen verilere olan ihtiyaci ortadan kaldirmanin yani sira, modelin test verileri iizerinde
gozetimsiz 6grenme kullanarak daha 6nce goriilmemis hata tiirlerini tahmin etmesini de saglar.
Model egitimi yalnizca saglikli ray goriintiileri kullanilarak tamamlanir. Test asamasinda, model
hatali goriintiileri yeniden olusturur ve piksel diizeyindeki farkliliklardan anomali puanlari
hesaplar. Yontemin performansini degerlendirmek icin herkese ac¢ik bir ray ariza veri kiimesi
izerinde deneysel ¢calismalar yiiriitilmiistiir. Calismada ayrica anomali puanlarinin dagilimi, puan
histogramlar1 ve 1s1 haritalar1 ayrintili olarak incelenmistir.
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1. Introduction

The issue of ensuring the safety of railway lines has been widely studied in recent years. Early detection
of rail faults is essential for the safe and sustainable operation of railway infrastructure. To prevent
both transportation disruptions and loss of life and property, intelligent predictive maintenance
methods have been the subject of research. Traditionally, manual inspection of rail faults has been
characterized by time-consuming, labor-intensive, and human error, leading to the adoption of
artificial intelligence-supported predictive maintenance methods [1, 2]. Cracks, surface defects, and
missing fasteners on railway rail surfaces endanger transportation safety. Early detection of these
faults in railway infrastructure is a requirement of intelligent transportation systems within the scope
of Industry 4.0 [3].

The development of intelligent transportation systems has led to the digitalization of railway
infrastructures. Real-time monitoring of rails and automatic detection of maintenance requirements
represent a part of this process. Small-scale faults on railway rail surfaces have the potential to cause
major accidents in the future [4]. Thanks to the intelligent predictive maintenance process, periodic
rail inspection can be completed and fully meet the needs of modern systems [4]. In recent years,
image-based deep learning techniques have been developed for fault diagnosis, and these solutions
have produced promising results in early fault diagnosis in intelligent transportation [5]. Supervised
deep learning architectures, in particular, have achieved high performance in classifying faults in rail
images. However, such approaches also require large amounts of labeled data. Obtaining this data is
time-consuming and costly [6]. The role of advanced image-based systems is increasing, as predictive
maintenance systems optimize maintenance scheduling and reduce human intervention thanks to the
approaches in the literature [7, 8].

Mittal and Rao [9] presented a transfer learning-based approach for railway rail fault diagnosis. Zhank
etal. [10] detected rail surface cracks using transfer learning-based InceptionV3 and YOLOv5 methods.
Despite the need for labeled data, an accuracy of around 94% was achieved. In another transfer
learning-based study [11], ResNet50v, VGG16, MobileNet, and YOLOv11 models were compared. They
achieved 96.4% accuracy in rail surface fault diagnosis with YOLOv11. Ferdousi et al. [12] proposed
transfer learning-based rail fault diagnosis using ResNet-50, VGG-19, and MobileNetV3 architectures.
In another study, rail fault classification based on InceptionV3 and YOLOv5 was proposed [13]. An
accuracy of 94% was achieved. In the hybrid model of YOLOv8-Segment and self-supervised U-Net,
Anita et al. [14] They classified five different rail faults and achieved 95% mAP. Another study [15]
used the YOLOv8 model and performed rail fault diagnosis with the GhostHGNetV2 architecture. The
model size was reduced by 70%, while the mAP50 reached approximately 96%, making it ideal for real-
time applications.

In [16], the Fast-RCNN architecture was trained to classify surface defects on the rail surface, and 95%
accuracy was achieved. The method produced successful results despite the different lighting
conditions and data diversity of the rail images, but it still requires a large amount of labeled data. In
another study [17], three different methods, YOLOV5, Faster-R-CNN, and Efficient Net, were compared
for the detection of rail defects. The highest recall accuracy was achieved with Faster-R-CNN with 93%.
In this study, data preprocessing and data augmentation were also applied to the dataset. Sharma et al.
[18] developed an FPGA-based edge Al for real-time rail defect detection. The developed CNN-based
architecture for rail defects produced 88.9% accuracy. Kooban et al. [19] worked on the detection of
rail components. They worked with GPR data, imagery and radar data to detect faults in components
such as ballast and drainage. Wang et al. [20] also worked on the detection of foreign objects on the rail
surface. They performed anomaly detection using reconstructed error maps. In this respect, the
motivation for our work is similar.

In this study, an innovative deep learning-based predictive maintenance method is developed for the
early detection of railway track faults. The diffusion model's advanced image processing capabilities
and robust feature extraction allow us to identify anomalies on the rail surface. Diffusion models
provide high-quality reconstructions by filtering out noise. While traditional CNN-based approaches
have the disadvantages of requiring labeled data and limited generalization, the diffusion model does
not require labeled data and produces successful results in detecting anomalies on the rail surface that
the model has not previously seen. The model improves the learning process by balancing between the
original and noisy images during training. In this study, anomaly regions are visualized using the
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reconstruction faults generated by the model. Experiments were conducted on data under different
lighting conditions. The proposed approach provides an early warning mechanism for rail safety.
Future work will focus on integrating the proposed propagation-based framework into real-time
monitoring systems for railway infrastructure. Table 1 summarizes the methods and performance
results used in recent studies on railway fault detection.

Table 1. Literature comparison for railway track fault detection

Reference Method Metrics Disadvantages

[9] CNN Accuracy 94% Labeled data requirement

[10] InceptionV3, YOLOv5 Accuracy 94% Labeled data requirement, complex model
[11] ResNet50, VGG16, MobileNet, YOLOv11 Accuracy 96.4%  Very low accuracy for YOLOv11

[13] InceptionV3 ve YOLOv5 Accuracy 94% Labeled data requirement

[14] YOLOv8-Segment + Self-supervised U-Net mAP 95% Complex model structure

[15] YOLOv8 + GhostHGNetV2 mAP50 96% Training difficulties

[16] Fast-RCNN Accuracy 95% Large, labeled data requirement

[17] YOLOVS, Faster-RCNN, EfficientNet Recall 93% Big data requirement

[18] FPGA tabanli CNN Edge Al Accuracy 88.9%  Low accuracy compared to other models

2. The Proposed Approach

This study presents an artificial intelligence-assisted fault diagnosis method for ensuring railway
safety. A new approach, a diffusion-based deep learning model, was developed. Because existing CNN-
based approaches in literature require labeled data and have limited generalization capabilities, a
diffusion-based model is used instead of traditional CNN. This model relearns structural information
in images using noise filtering, resulting in reconstruction errors. These errors are then used to obtain
an anomaly score. Faulty areas on the rail surface are learned using reconstruction error maps. The
model was trained only on healthy rail images. In the testing phase, it was tested with faulty rail images.

The UNet2D architecture is also incorporated into the learning model, based on the Denoising Diffusion
Probabilistic Model (DDPM). This architecture estimates the noise added to each noisy data point based
on the time step. It attempts to gradually learn how to eliminate the noise added to healthy rail images.
In the test step, when the model is fed defective images, the architecture attempts to denoise the
healthy image, generating reconstruction faults. These defects are converted into anomaly scores that
determine the anomalous level of the image. As shown in Figure 1, the overview of the proposed
method is presented. The training parameters used in this study are as follows: the learning rate was
set to 0.001, the Adam optimizer was employed, the batch size was 32, and the model was trained for
20 epochs on an NVIDIA RTX 3090 GPU.
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Figure 1. The overview of the proposed method
2.1. Denoising Diffusion Probabilistic Model

Classical deep learning models require large amounts of labeled data. This can make it difficult to
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diagnose rare fault conditions. Diffusion-based models have recently become quite popular for
detecting anomalies in images. The operating principle of this model differs from the classical deep
learning approach. The basic idea is that noise is first added to the intact image, approximating it to a
random distribution. Then, the reverse process is applied, denoising is performed, and the noise is
gradually removed to recover the original image. This feature offers a significant unsupervised learning
capability for fault detection in medical imaging and industrial systems. When gradually adding noise
to an image, processing should be performed on fault-free, or healthy, images; otherwise, the model
may not be able to reproduce the original image during denoising. This degradation in reconstruction
quality forms the basis of the system's anomaly recognition mechanism. This allows the model to
identify previously unseen instances as faulty. When testing a faulty image, the model's reconstruction
will be poor, producing a high anomaly score [22]. The diffusion process consists of two steps: forward
diffusion and reverse diffusion. In forward diffusion, Gaussian noise is gradually added to an input
image x, to obtain the distorted image x,. This process is expressed as in (1).

q(xe | x0) = N (xe; Jarxo, (1 — a)D) 0

In (1), a;is the noise constant (a decreasing series) used at each time step. x; represents the noisy image
at step t, x, represents the original (healthy) image, and V' represents the normal distribution. The
model takes the x; image as input for the noise level at the t value and attempts to estimate the input
at this noise level. In the denoising phase, it gradually removes the noise from the x; image to obtain
X, - The reverse denoising process is expressed as (2). The main innovation in diffusion models lies in
reversing this decay process [23]. The main goal of the model is to recover the denoised image (e.g., x;
) in forward steps and estimate its original state.

Po(xeq | x0) = N (xemqs (X, 1), 26 (t)) (2)

The model parameters 8 and the learned mean and variance are estimated in the (2). y, and )y are
the mean and variance functions learned by the model. The model uses a multilayered structure, such
as the U-Net architecture, to make these predictions and takes both the degraded image. x; and the
time step t as inputs. For the model to be successful, it must successfully denoise towards the original
structure at each time step. If a given test image does not conform to the training distribution, the model
will not be able to correctly denoise it, and the resulting image will deviate significantly from the
original [24]. This difference can be considered a direct anomaly. The main goal the model tries to learn
during training is to minimize the difference between the predicted noise and the true noise. Therefore,
the loss function used is usually the mean squared error (MSE). The model tries to estimate the noise
for a given noise level. The loss function is calculated as in (3).

£ = Exyeonone|l€ = €o(/@xo + VT = ace, )] 3)

In (3), the € is the actual noise component the model is trying to learn, while €4is the value the model
predicts. In other words, the model directly learns how much and what type of noise is added at each
time step. Thanks to this powerful learning strategy, the model not only learns to generate images but
also to analyze them in detail [25]. After the model is trained, each image is reconstructed in the testing
phase. This process compares the original image with the model's output. This difference, usually
calculated on a pixel-by-pixel basis, is called the anomaly score and is calculated in (4).

AnomalyScore = ||x¢ese — freconllz (4)

In (4), X,econ is the output the model produces from the test image. This difference is low in healthy
(normal) images, while it is much higher in defective or faulty images. This allows the system to make
decisions based solely on the reconstruction success, without needing labeled data. This method allows
the model to automatically detect anomalies such as superficial cracks, breaks, or deformations on the
rails.

3. Experimental Results

In this study, a public dataset consisting of 150 railway track images was used with two classes:
Defective and Healthy. Only healthy images were used in model training, while evaluations were
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conducted on defective images during the testing phase. Representative samples from the dataset are
presented in Figure 2. As illustrated in Figure 3, the training loss gradually decreased to 0.05,
demonstrating the model’s convergence. Anomaly scores obtained during the testing period were
evaluated and formed using a histogram.

Defective

Healthy

Figure 2. Example images of used dataset

The PSNR (Peak Signal-to-Noise Ratio) and SSIM (Structural Similarity Index Measure) metrics were
used to evaluate the quality of the images produced as a result of the study. These metrics measure the
similarity of the images to the original images after segmentation and reconstruction. The PSNR metric
is used to measure the difference between an image and the reconstructed image and is expressed in
decibels (dB) calculated using the MSE error as in (5). The higher this value, the closer the
reconstructed image is to the original. PSNR typically ranges from 20 dB to 50 dB, with values below
30 dB indicating severe degradation and values above indicating high quality.

max?
PSNR = 10.log (22) (5)
PSNR, because it calculates only pixel-by-pixel differences, cannot provide information about whether
the structural integrity of the image is preserved. To address this issue, the SSIM metric is used, which
provides information about the structural integrity of the image. This metric is calculated as in (6),
taking into account the brightness I(x,y), contrast c(x,y), and structural similarity s(x,y). The
resulting value ranges from 0 to 1, with the value closer to 1 indicating a higher structural similarity in
the reproduced image.

SSIM (x,y) = [I(x, 1% [c(Cx, M. [s(x, ] (6)

By using these two metrics together, it examines the quality of images produced on both perceptual
and pixel level images.
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Figure 3. Loss function of the proposed method
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Figure 4. PRSN metric of the proposed method
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Figure 5. SSIM metric of the proposed method

The metric representing the pixel-level quality of the results produced by the proposed diffusion-based
rail fault diagnosis method is PSNR, as shown in Figure 4. This value is based on the calculation of the
mean square error between the original image and the synthesized image and represents the amount
of noise in the image and the quantitative sensitivity on a pixel-by-pixel basis. In the literature, PSNR
values are generally classified as poor quality when they fall below 20 dB, medium quality in the 20-
30 dB range, and high quality at 30 dB and above. Specifically, the 30-40 dB range represents low
distortion, at a level that is invisible to the human eye in most cases. The 35.7 dB value achieved in our
study suggests that the proposed method can detect small defects on the rails and preserve textural
integrity.

Although these results were obtained by running the proposed method for 20 epochs, it demonstrates
that the diffusion model has strong generalization capacity and is prone to noise reduction. The high
PSNR value allows for capturing the fine details in the detection of rail faults. This metric is important
not only for visual quality but also for ensuring that the detection and classification algorithms used in
subsequent stages are fed with cleaner, more information-rich input. The model was observed to
converge between epochs 17 and 20, where both training and validation losses stabilized. Therefore,
this interval was selected as the convergence point to prevent overfitting and ensure optimal
generalization performance.

Figure 5 illustrates the SSIM value, which examines the structural integrity of the images presented.
This value ranges from 0 to 1. A value of 1 indicates that the processed image is completely identical to
the reference image in terms of structure, brightness, and contrast. In the literature, values of 0.90 and
above correspond to situations where distortion is minimally perceptible to human perception. The

E-ISSN: 2651-5350 © 2025 Parantez T 121



Tastimur

SSIM value of 0.941 obtained in the study demonstrates that the original images retain both global
(general structure and form) and local (edges, texture, small defect areas) characteristics with
extremely high accuracy. Diffusion-based enhancement carries the risk of losing structural details
while reducing noise; however, the SSIM value of 0.941 demonstrates that the model successfully
achieves this balance and produces data suitable for defect detection without compromising visual
quality.

(a) Original (b) Reconstructed (c) Difference

Figure 6. Image-level anomaly representation using diffusion-based reconstruction
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Figure 6 shows that the proposed method calculates the pixel differences in the original and
reconstructed images, highlighting the faulty areas and visualizing the anomaly map.

4. Conclusions

The topic of anomaly detection on railway tracks has attracted considerable research attention in
recent years. In this study, anomaly diagnosis of railway track faults was performed using a diffusion-
based model. The proposed approach appears to have achieved significant success in anomaly
detection. The proposed architecture was evaluated with loss values, PRSN, and SSIM metrics. The
model's ability to perform reconstruction using only healthy images and perform anomaly testing on
faulty images was evaluated. This advantage distinguishes the proposed model from other deep
learning approaches by eliminating the need for large, labeled data. The model's automatic learning
capabilities, the indirect reflection of attention mechanisms in anomaly score calculations, and the
reconstruction-based detection mechanism offer a promising basis, particularly for real-time
monitoring systems. Furthermore, providing transparent output to the user through visualization
methods ensures the system's user-friendliness for field applications. This model could be a key
component in the development of intelligent transportation systems.
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